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REVIEW HISTORY
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CHANGE HISTORY
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1 Introduction 
This document defines the Disposition Plan of the Veterans’ Investigative Preference and Employment Rights System (VIPERS). The VIPERS is a “Major Application” as defined in OMB Circular A-130, Appendix III.  
The mission of VIPERS is to provide effective automated processes for collecting, consolidating and reporting the Uniformed Services Employment and Reemployment Rights Act (USERRA) data that is submitted by Veterans’ Employment and Training Service (VETS) staff.  
The VIPERS resides on the ECN/DCN GSS as an independent application via a dedicated connection to the internet.  The VIPERS’ servers are hosted in the ByteGrid Data Center located at 12401 Prosperity Drive Silver Spring MD 20904.
1.1 Purpose
The purpose of this Disposition Plan is to document the steps that will be taken to dispose VIPERS in an expeditious, secure manner without data loss while ensuring that all system related media are sanitized or safeguarded in a manner consistent with DOL Policy and Federal requirements. The emphasis will be on ensuring that data, media, and documentation are packaged and archived as well as sanitized and securely stored in alignment with the approved records management schedule.  The systems are scheduled to be disassembled and the components comprising of the major Application removed from the production environment by a date yet to be determined (estimated April 2017) based on the readiness of the replacement system (VCMS).
1.2 Project Staff and Contacts 

Table 1: Project Staff and Contact Information

	Role
	Name
	Email
	Phone

	VIPERS - System Owner
	Bernard Wroble
	wroble.bernard@dol.gov
	404.665.4334

	VETS Information System Security Officer 
	Chantel Ford
	Ford.Chantel.A@dol.gov
	202.693.8144

	Director – Infrastructure Operations
	Will Williams
	Williams.Will@dol.gov
	202.693.4563

	Director, Office of Asset and Resource Management
	Tanisha Bynum-Frazier
	Bynum.Frazier.T@dol.gov 
	202.693.4546


2 System Disposition Plan
 

The VIPERS is currently in the O&M phase. When the replacement for the VIPERS (VETS Case Management System (VCMS)) becomes operational, these two systems will run in parallel for a period of time and then VIPERS will be taken offline and decommissioned.  Following are the steps that will be taken for the disposal of the VIPER System.
2.1 Pre-requisites
The system must be deemed unusable or has reached the end of its lifecycle.  VIPERS have been deemed to be at the end of its lifecycle and will be replaced with an alternative application. The replacement application is in the development phase and is scheduled for deployment sometime in FY17 Q2.  The business owners will provide decommissioning signoff once the new system is fully operational and rolled into production.
2.2 Notification to Users

Prior to VIPERS disposition the user community will be formally notified that the VIPERS will be migrating to a new system.  The notification will be sent ahead of schedule, via email, with instructions on how to prepare for the migration. The email will provide the date, timeline and transition process for the VIPERS as well related information on the new system. Users will be notified individually via email several weeks prior to the VIPERS/VCMS migration.
2.2.1 User Account Migration (if applicable)
All user accounts for the VIPERS will be migrated to the new system once it’s in production. 
2.2.2 Administrator Account Disposition/Migration

The VIPERS administrator accounts will remain active with their full privileges for as long as VIPERS continue to be operational.  The same applies to the developer access accounts. When the legacy system is ready for decommissioning, all accounts and administrator functionality will be migrated to the VCMS.
2.2.3 Data Disposition Migration
The process for data migration is as follows
:

After the system backup the VIPERS data will be migrated to the VCMS servers.  Once the migration is complete and the VCMS goes live the VIPERS will run side by side for a period of time, and taken offline for the decommissioning process to begin on the legacy systems. 

2.3 Software and Data Disposition
VIPERS will continue to be operational (albeit in a reduced capacity) for a least a year after the official VCMS go live date (see section 2.3.1 for the exact date). Once this period is over, there will be an orderly shutdown and decommissioning of the data, hardware, and software components of VIPERS.  
Database and Application files will be archived according to ISD-IO Data backup Procedures and Policies. This procedure outlines ECN/DCN policy for backup jobs, tape backup, tape rotation and tape retention schedules, and off-site tape vaulting process and schedule to protect and preserve system data.

This procedure ensures following steps:

1. Security Compliance

2. Record Retention Requirement

a. Backup and storage requirement

b. Backup media used

3. Backup Cycles

a. Indefinite tape retention policy 

b. Tape cycle for Indefinite tape retention policy

4. Full back-up schedule

5. Full back-up reporting

6. Backup failure procedure

7. Tape recycling

8. OASAM Data restoration policy

These steps ensure that the database and application files of the disposed system are maintained as per agency’s guidelines. The VIPERS application server backup falls under the indefinite data retention policy.  The monthly full backup tapes will be preserved for an indefinite period of time until further notice. Tapes are then stored in a Fireproof Safe until the monthly schedule off-site storage pickup occurs.  For more information, please refer to the documents in the table below:

	Document Name
	Version Number
	Dated
	Location

	SOP - EITO Data Backup Procedure 

	1.0
	March 2015
	https://dolshare.dol.gov/ots/Operations/technical_library/Draft/Forms/AllItems.aspx


	SOP - Media Sanitization

	1.0
	March 2015
	https://dolshare.dol.gov/ots/Operations/technical_library/Draft/Forms/AllItems.aspx



2.4 System Documentation Disposition

Per National Archives and Records Administration (NARA) guidelines, VIPERS documentation will be maintained in an electronic form according to the approved records scheduled outlined in Section 2.8.  The VIPERS documents will reside in the OCIO/VETS SharePoint document repository. The documents are stored in accordance with the approved records schedule and will be disposed of accordingly.
2.5 Equipment Disposition

The servers used to host the VIPER System components are listed in Table 2.  They will be sanitized in accordance with NIST SP 800-88 and recycled back in to the OCIO resource pool.  The servers are categorized as moderate, after all data is purged, validated and documented, the equipment will be returned to the OCIO hardware pool for repurposing.
         Table 2: VIPERS System Components and Specifications affected by Disposition

	System
	Server Name
	Server Function
	Server Configuration
	Drive Configuration
	Memory

	UIMS/

VPMS
	DMZSILSQL09

IP: 10.49.2.25
	Database Server
	CPU:2900 MHz Xeon

Model: VMWare virtual Platform

OS: Windows 2012R2
	64 GB
	8 GB

	
	DMZSILSQL12

IP: 10.49.2.18
	Web Server
	CPU:2900 MHz Xeon

Model: VMWare virtual Platform

OS: Windows 2012R2
	64 GB
	16 GB

	E-1010
	DMZSILSQL08

IP: 10.49.2.24
	Database Server
	CPU:2900 MHz Xeon

Model: VMWare virtual Platform

OS: Windows 2012R2
	64 GB
	8 GB

	
	DMZSILSQL11

IP: 10.49.1.44
	Web Server
	CPU:2900 MHz Xeon

Model: VMWare virtual Platform

OS: Windows 2012R2
	64 GB
	16 GB


2.6 Storage

The VIPERS is classified as an electronic information management system and as such will be subject to NARA’s guidelines for the disposal of any records and/or equipment.
VIPERS will be officially decommissioned and all records, data files, and hardware equipment will be maintained pending the approval of the official records schedule by the DOL Records Officer.

All data files and hardware equipment will be maintained as per ISD-IO Data backup procedures listed in Section 2.3.  All official records and documents related to the application will be maintained as per NARA guidelines.

2.7 Documentation Update

As required by the DOL Systems Development Life Cycle Management (SDLCM), VIPERS security documents will be updated, including this Disposition Plan and the applicable OASAM Inventory Memos.  Section 3 of this Disposition Plan will document all actions taken in the course of migration of the VIPER System components.  The disposition plan will be submitted to OCIO Security in accordance with DOL policy, and a copy maintained by the System Owner and OCIO Security.
2.8 System Scheduling with the National Archives and Records Administration

The National Archives and Records Administration (NARA) requires all federal government information system owners to schedule each system with NARA in order to receive authorization to destroy system records (inputs, master files, outputs and all system documentation) as the system is prepared for disposal.

VETS have an Electronic Information System (EIS) Report that identifies all of the Agency’s Electronic records and details the current retention plan for the VIPERS (see below).  The VIPERS is currently under the old scheduling, however the schedule plan is currently being updated to reflect NARA’s revised schedule.
VIPERS Records Schedule is managed by VETS Agency Records Officer, Jenel Turner - 202-693-4716 or via email at Turner.Jenel@dol.gov,  with guidance from the OASAM Director, Office of Asset and Resource Management - Business Operations Center, Ms. Tanisha Bynum-Frazier – 202-693-4546 and via email at Bynum.Frazier.T@dol.gov for approval.
The VETS Electronic Information System(s) Disposition Schedule for VIPERS is presented in the table below:
Table 3: VIPERS Disposition Schedule
	REVIEWED
	AGENCY
	SYSTEM NAME AND LOCATION
	SORNS
	MIS
	FIPS 199 SECURITY CATEGORY
	BRIEF 

DESCRIPTION
	IS SYSTEM SCHEDULED?
YES OR NO
IF YES PLEASE PROVIDE GRS OR DISPOSITION AUTHORITY AND/ITEM #
	TYPE RECORDS?
PERMANENT OR TEMPORARY
	SYSTEM CURRENT STATUS? 
(ACTIVE, RETIRED, MIGRATED…ETC)
	SYSTEM 
POINT OF CONTACT 
NAME
PHONE
EMAIL

	29-May-15
	VETS
	Veterans’ Investigative Preference and Employment Rights System (VIPERS)-MIS; Atlanta, GA
	NA
	DOL-VETS-VIPERS-MA-001
	MODER-ATE
	Automated process of collecting, consolidating, and reporting USERRA data submitted by VETS staff. VIPERS includes the USERRA Information Management System – (UIMS) and the Veteran Preference Information Management System – (VPIMS). 
	N1-174-90-2


	 Temporary
	ACTIVE
	Wroble, Bernard Wroble.Bernard@DOL.GOV  

System Owner /404.665.4334 Chris McClain McClain.Chris@dol.gov Technical POC /404.665.4338                                           


2.9 Plan Approval Signature Page
I concur with the disposition of the VIPERS from the production environment and the plans for retention according to federal regulations.

_________________________________________  
_____________________

Bernard Wroble - System Owner



Date

Veterans Employment and Training Service (VETS)
__________________________________________ 
__________________

Sharon Kelser - Information Security Office


Date

Office of the Chief Information Officer (OCIO)
3 Plan Implementation
Once the Disposition Plan has been approved, and all necessary actions taken, this section of the plan will be updated to include a summary of the actions taken and any deviations from the original plan.

3.1 Project Staff

The OCIO VETS VIPERS’ team, which manages the VIPERS’ instance that is hosted on the ECN/DCN, in conjunction with the VCMS PMO team will manage and implement the migration of the VIPERS data to VCMS.
Table 4: Project Closedown Staff and Contact Information

	Title
	Name
	Email
	Phone

	VETS ISO
	Chantel Ford
	Ford.Chantel.A@dol.gov
	Wk. Phone: 202-693-8144

	VETS VIPERS PM
	Nikki Miller
	Miller.Nikki@dol.gov 
	Wk. Phone: 202-693-4730  

	VETS VIPERS Technical POC
	Chris McClain
	McClain.Chris@dol.gov
	Wk. Phone: 404-665-4338

	VETS IT Specialist/Developer
	Tom Carl
	Carl.Tom@dol.gov
	Wk. Phone:865-382-7264

	ByteGrid Operations Engineering Director 
	Chris O’Brien
	N/A
	Wk. Phone: 301-625-4610  

	ECN/DCN PM
	Will Williams
	Williams.Will@dol.gov
	Wk. Phone: 202-693-4563  

	ByteGrid VP of Critical Infrastructure 
	Michael Clemson
	N/A
	Wk. Phone: 703-565-2102


	VETS System/Software Engineer
	Tom Carl
	Carl.Tom@dol.gov
	Wk. Phone: 865-382-7264


3.2 Project Records

VIPERS’ records are created in electronic format and are maintained by the VIPERS Support Team; these records are stored in the OCIO SharePoint repository.  Security documents are stored in the OCIO’s Cyber Security Assessment and Management (CSAM) tool and are readily accessible to the VETS ISO and the OASAM IT Security Office.
3.3 Facilities

There is no dedicated storage facility for the VIPER System.
3.4 Execution of VIPERS Disposition Plan 

All steps were performed by OCIO on <TBD date>, as described in the Section 2 of this Disposition Plan of the system, with no noted exceptions: 

<Insert Disposition Plan execution steps and any exceptions- the steps below are only examples and may not be applicable to some systems.
No changes to the VIPERS application should be made without written approval of the system owner.

Should any problem with the VIPERS application become known, a reconstitution of VIPERS can be made from the backup that exists on the external hard drive described in Section 2 of this Disposition Plan of the system.  
VIPER’s back-ups will be completed from the back-ups that were made to the ECN/DCN GSS SAN. Once the back-up media is provisioned by the GSS PM it can be created for storage in the DOL ECN/DCN GSS. Upon completion of the back-ups, the SAN disk sanitization for VIPERS will take place using DOD methods at the ByteGrid Data Center in Silver Spring MD. The VIPERS IPT estimates that this will be completed no later than <insert date>.

The VIPERS product vendor at the ByteGrid Data Center will be on site to work with the VETS ISSO to ensure that the proper access is granted to the machines that house the VIPER System. This will be complete by April 2017.
Note: These exceptions in no way affected the disposition of VIPERS.  The VIPERS 
application will be removed from production and will be disposed of in April 2017. 

Plan Completion Signature Page

The approved disposition plan was executed on April 2017.   <If everything occurred as planned, provide language stating so –sample language: All plan steps occurred as planned, and data and records have been retained as documented in the plan.> <Otherwise, document any deviations from the Disposition Plan that occurred during the actual disposition>  

I concur with the disposition of the VIPERS from the production environment and the plans for retention according to federal regulations.

_________________________________________  
_____________________

Bernard Wroble 





Date
VETS VIPERS System Owner 
__________________________________________ 
__________________

Chantel Ford






Date

VETS Information Systems Security Officer
 SHAPE  \* MERGEFORMAT 




Appendix A: Acronyms and Abbreviations
	ATO 
	Authority to Operate

	C&A 
	Certification and Accreditation

	CBJ
	Congressional Budget Justification

	CIO 
	Chief Information Officer

	CP 
	Contingency Plan

	CSH 
	Computer Security Handbook

	CSSO
	Computer System Security Officer

	DAA 
	Designated Approval Authority

	DLMS 
	DOL Manual Series

	DM
	Departmental Management

	DOD
	Department of Defense

	DOL 
	Department of Labor

	DRP 
	Disaster Recovery Plan

	EBS
	E-Budget System

	ECN / DCN
	Employee Computer Network / Departmental Computer Network

	EWDS 
	Enterprise Wide Directory Service

	FIPS 
	Federal Information Processing Standards

	FISCAM 
	Federal Information System Controls Audit Manual

	FISMA
	Federal Information Security Management Act

	FMFIA
	Federal Managers’ Financial Integrity Act

	GSS 
	General Support System

	HTTP
	Hyper Text Transfer Protocol

	ID
	Identification

	INFOSEC 
	Information Systems Security

	IIS
	Internet Information Server

	IT 
	Information Technology

	ITA 
	Information Technology Architecture

	ITC
	Information Technology Center

	ITMRA 
	Information Technology Management Reform Act

	IWA
	Integrated Windows Authentication

	LAN 
	Local Area Network

	MA
	Major Application

	NIST 
	National Institute of Standards and Technology

	NISS 
	National Information Systems Security

	OASAM
	Office of the Assistant Secretary for Administration and Management

	OBPS
	Office of Budget Policy and Systems 

	OCIO
	Office of Chief Information Officer

	OMB 
	Office of Management and Budget

	OS
	Operating System

	OTS
	Office of Technical Services

	PDD 
	Presidential Decision Directive

	PKI
	Public Key Infrastructure

	PM 
	Program Manager

	RA 
	Risk Assessment

	RDS
	Remote Desktop Services

	RTM 
	Requirements Traceability Matrix

	SDLCM 
	Systems Development Life Cycle Management

	SP
	Special Publication

	SQL
	Structured Query Language

	SSP 
	Systems Security Plan

	ST&E 
	Security Test and Evaluation


U.S. Department of Labor,


Frances Perkins Building


200 Constitution Avenue, NW


Washington, DC 20210














�Need details information about the migration strategy from VCMS team, cut-off dates, etc.  Is there going to be a Pilot rollout?


�Need details information about the migration strategy from VCMS team, cut-off dates, tape backup process, etc.





July 17, 2007
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